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We study the mutual oupling of haoti lasers and observe both experimentally and in numeri
simulations, that there exists a regime of parameters for whih two mutually oupled haoti lasers
establish isohronal synhronization, while a third laser oupled unidiretionally to one of the pair,
does not synhronize. We then propose a ryptographi sheme, based on the advantage of mutual-
oupling over unidiretional oupling, where all the parameters of the system are publi knowledge.
We numerially demonstrate that in suh a sheme the two ommuniating lasers an add a message
signal (ompressed binary message) to the transmitted oupling signal, and reover the message in
both diretions with high delity by using a mutual haos pass lter proedure. An attaker however,
fails to reover an errorless message even if he amplies the oupling signal.
PACS numbers: 05.45.Vx, 42.65.Sf, 42.55.Px
Coupled semiondutor lasers have been studied exten-
sively in reent years, due to their inherent non-linearity
and haoti dynamis. Chaos synhronization for two
unidiretionally oupled lasers, eah of whih also has
self-feedbak from an external avity, has been demon-
strated experimentally and theoretially in [1, 2, 3℄. In
addition, mutually oupled semiondutor lasers were
also studied extensively [4, 5, 6, 7℄, and revealed dierent
and interesting dynamis. Chaos synhronization has at-
trated even more interest reently, beause of its poten-
tial appliation in optial seret ommuniation systems
[8, 9, 10℄.
In this letter the synhronization properties of mutu-
ally oupled versus unidiretionally oupled lasers are an-
alyzed and ompared. We show that there exists a regime
in the oupling parameters spae for whih the mutu-
ally oupled lasers synhronize very well, yet a unidire-
tionally oupled laser does not. Thus in an appliation
in whih synhronization is desirable, mutually oupled
lasers have an advantage.
We use this result to propose a seret ommuniation
sheme over a publi-hannel based on this advantage
of mutual oupling over unidiretional oupling. We em-
phasize the publi hannel nature of the proposed sheme
and the advantages this brings to ryptographi ommu-
niation systems that make use of haos synhronization.
For unidiretionally oupled laser, haos synhronization
ryptography has been based on a private-key proedure,
where the two ommuniating parties have a ommon se-
ret key prior to the ommuniation proess, whih they
use to enrypt the message they wish to transmit. The
unidiretionally oupled lasers are usually synhronized
in a master-slave onguration, and the seret key gener-
ally onsists of the system's parameters [8℄. The system
parameters provide a private key beause the two om-
muniating lasers must have idential (or nearly identi-
al) parameters, or else synhronization is impossible. In
this letter we propose an all-optial public-hannel ryp-
tographi system, in whih there is no need to oneal
any of the system's parameters, or to exhange private
information prior to the publi-hannel ommuniation
proess.
In our proposed system, the two ommuniating lasers
are mutually oupled in suh a way that they exhibit
isohronal synhronization, in whih there is no delay
in their synhronized signals. Stable isohronal synhro-
nization is ahieved due to the self-feedbak of eah laser
as desribed in [11℄. Message enryption is aomplished
by adding a low amplitude binary message to the haoti
laser utuations so that the ensuing transmitted signal
still appears to be haoti and random. Both lasers are
allowed to send simultaneously, independent messages to
eah other and the messages are independently reovered
at both ends of the ommuniation line, ensuring bidire-
tional information ow. At the reeiving end, both lasers
use a haos pass lter proedure to deode the message
from the reeived haoti signal whih we will all a "mu-
tual haos pass lter" proedure, denoted MCPF.
Communiation seurity is based on the fat that a
third laser, labeled the "attaker", who tries to synhro-
nize himself to the transmitted signals, is disadvantaged
ompared to the mutually oupled lasers, and although
he an manage to partly reover the message, he has on-
siderably more error bits in his reovered message, and so
his eavesdropping attak an be onsidered unsuessful.
The use of MCPF provides two novel and distint advan-
tages: it is publi-key, i.e. it does not require a seret-key
prior to ommuniation, and it allows for simultaneous
bidiretional ommuniation.
Our experimental setup is shematially depited in
Fig. 1, where two mutually oupled external feedbak
lasers A and B represent the ommuniating pair, and
the third laser C whih is identially ongured but ou-
pled unidiretionally to one of the pair represents the
attaker. In the experiments we use 3 single-mode lasers,
A, B and C, emitting at 660 nm and operating lose to
their threshold. The temperature of eah laser is sta-
bilized to better than 0.01K and all are subjeted to a
similar optial feedbak. The length of the external av-
ity is equal for all lasers and is set to 180 m (round
2Figure 1: Shemati diagram of the experimental setup.
Lasers A and B are mutually oupled, and C, the attaker, is
unidiretionally oupled. BS - beam splitters; PBS - polar-
ization beam splitters; OD - optial isolator; PD - photode-
tetors.
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Figure 2: Correlation oeient histograms for intensity
traes divided into 10ns segments, for the ases of mutual
and unidiretional oupling. The total feedbak strength is
equal in all ases.
trip time 12 ns). The feedbak strength of eah laser is
adjusted using a λ/4 wave plate and a polarizing beam
splitter. The two lasers (A and B) are mutually ou-
pled by injeting a fration of eah one's output power to
the other. Coupling powers are adjusted using a neutral
density lter. The attaker laser (C), is oupled unidi-
retionally to one of the mutually oupled lasers, with
unidiretionality ensured by an optial diode (-33 dB).
All the oupling optial paths are set to be equal the
self feedbak round trip path. Three fast photodetetors
(response time < 500 ps) are used to monitor the laser in-
tensities whih are simultaneously reorded with a digital
osillosope (500MHz, 1GS/s).
For the ase of unidiretionally oupled lasers two
types of synhronization, idential and generalized, have
been observed [13, 14℄. In our experiments we have
foused on the idential synhronization, (whih is
isohronal) i.e. the two lasers reeive the same total feed-
bak intensities [15℄.
We ompare mutual versus unidiretional oupling
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Figure 3: Suess or failure of synhronization for the parties
and the attaker for a range of parameter values κ, feedbak
strength, and σ, oupling strength.
over a range of oupling and self feedbak strengths, de-
noted σ and κ respetively. In the experiment the total
feedbak intensity is suh that it results in the redution
of the solitary laser's threshold urrent by approximately
5%. While keeping the total feedbak of all lasers equal,
we vary the values of σ and κ over the entire param-
eter spae. The degree of synhronization between the
lasers is evaluated via the ross-orrelation funtion [11℄.
The time dependent intensity traes are divided into 10ns
segments (ontaining 10 sample points) and the overlap
between mathing segments is alulated and arranged
in a histogram. We nd that for mutual oupling ro-
bust and stable synhronization is obtained at least from
κ = 2 · σ to κ = 0.5 · σ (see also ref. [11℄). For the ase
of unidiretional oupling, good synhronization is found
for κ = 0 but it deteriorates quikly as we inrease the
part of κ in the total feedbak [14℄.
In Fig. 2 we show a representative point in the param-
eter phase spae where mutual oupling is advantageous
over unidiretional oupling, by presenting a omparison
of overlap histograms for 3 situations: mutual oupling
κ = 2 · σ, unidiretional oupling κ = 0, and unidire-
tional oupling κ = 2 · σ. While the rst two show good
synhronization with a mean value of 0.84, the third is
signiantly worse.
The advantage of mutual oupling over unidiretional
is also obtained in our numerial simulations. We alu-
late the system behavior using the Lang Kobayashi dif-
ferential equations, as dened in [12℄ (and also in Eq. [1℄
below, when taking M = 0). For the dynamis parame-
ters we used the values in [12℄, and the two Lasers A and
B were found to be synhronized isohronally [11, 15℄.
We now disuss the two dimensional phase spae, de-
ned by parameters κ and σ of lasers A and B and the
attaker to either A or B. This phase spae is harater-
ized by the following three regimes as depited in Fig. 3.
The red regime where σ is strong enough in omparison
to κ, and all lasers are synhronized. The blak regime
where the oupling is negligible and there is a lak of
3synhronization between any of the lasers. Most inter-
esting is the window of the light blue regime where A
and B are synhronized, but C fails to synhronize (we
dene failure when the average orrelation is less than
0.7). It is in this regime that mutual oupling is superior
to unidiretional oupling, thus even if laser C uses the
exat same parameters as lasers A and B, the fat that
he is not mutually oupled to A or B but only listening,
aets his synhronization ability. This new eet has
been observed in other haoti systems as well [16℄ and
is at the enter of our proposed ryptographi system
presented below. Note that if the attaker amplies the
oupling signal and uses a stronger σ (outside the light
blue regime) suh as σattacker = κ+ σ of of A and B, he
manages to synhronize very well. However, in the ryp-
tographi system we propose, suh synhronization does
not allow the attaker to reliably deode the message.
In our proposed MCPF ryptography system, eah
laser transmits a signal to the other laser that onsists
of the original haoti laser signal with some added low
amplitude message signal. Our simulations show that
synhronization is possible even in the presene of the
added message. In the Lang-Kobayashi equations the
added message is represented by another term MA/B(t)
in the rst two equations whih is time dependent and
dierent for lasers A and B. The dynamis of laser A
are thus given by the following oupled dierential equa-
tions for the optial eld, E, the optial phase Φ, and the
exited state population, n;
dEA
dt
=
1
2
GNnAEA(t) +
Cspγ[Nsol + nA(t)]
2EA(t)
+κEA(t− τ)cos[ω0τ +ΦA(t)− ΦA(t− τ)]
+σ(EB(t− τ) +MB(t− τ))
·cos[ω0τ +ΦA(t)− ΦB(t− τ)] (1)
dΦA
dt
=
1
2
αGNnA
−κ
EA(t− τ)
EA(t)
sin[ω0τ +ΦA(t)− ΦA(t− τ)]
−σ
(EB(t− τ) +MB(t− τ))
EA(t− τ)
·sin[ω0τ +ΦA(t)− ΦB(t− τ)]
dnA
dt
= (p− 1)Jth − γnA(t)− [Γ +GNnA(t)]E
2
A(t)
and likewise for laser B. We obtain that for a wide
range of values of κ and σ the two lasers ahieve sta-
ble isohronal synhronization, despite the fat that eah
laser is reeiving an additional and dierent time depen-
dent message. This message MA, sent from A to B, is
reovered by laser B via a haos pass lter proedure, as
M˜A by subtrating his output from the reeived input in
the following manner: M˜A = EA +MA − EB, and then
averaged over 1ns windows, giving the reovered message
as < M˜A >. The same method is used by the other laser.
When onsidering the seurity of this publi rypto-
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Figure 4: A trae of the message sequene sent from laser A
to B (blak), that onsists of 111001110001101, the reovered
message by B (red), and the reovered message by the attaker
(green). The parameters used by A and B are: κ = 11 ·
10
10
s
−1
, σ = 4 · 10
10
s
−1
. The attaker amplies the oupling
signal to a maximum and uses κ = 0, σ = 15 · 10
10
s
−1
.
graphi system we onsider an attaker who is "listening"
to the ommuniation hannel and wishes to deipher the
seret messages that are transmitted. When the ommu-
niating lasers use oupling strength values in the "light
blue regime" of Fig. 3, an attaker who uses the same
parameters fails to synhronize and hene annot reover
the message orretly. His best hane to synhronize
is by adjusting his parameters to the red region in Fig.
3, where he amplies the oupling signal strength σ and
weakens his self-feedbak strength κ. In this ase he su-
eeds in synhronizing, as we already explained above,
but he still fails to deipher the message. The reason
for his failure is that the oupling signal onsists both
of a fration of the laser's signal, E, and the message,
M , and so the attaker amplies the message as well as
the laser's signal. Hene, the message/signal ratio for
the attaker,
M
(1+
κattacker
σattacker
)<E>
, is greater than the mes-
sage/signal ratio for the parties,
M
(1+ κσ )<E>
[17℄. This
dierene in the message/signal ratio auses the attaker
to have more errors in his reovered message. Therefore
when the attaker amplies the oupling signal and uses
a stronger σ, he does not manage to reover the message
to the same extent as the parties and we thus onlude
that no matter where in the κ/σ phase spae the attaker
works, he deiphers the message inorretly.
Fig. 4 displays the traes of the message sent by A,
the message reovered by B, and the message reovered
by the attaker, for an attaker using a maximal oupling
signal σ. One an observe that the attaker's reovered
message, although generally following the original mes-
sage, has several mistakes even in this short sequene.
When sending ompressed data, even several mistakes
an orrupt the entire message. An aepted measure of
the ability to reover a message suessfully is the Bit
Error Rate (BER), the probability of a bit to be deoded
erroneously [18℄.
4We measured the BER of the ommuniating lasers
for many dierent points in the "light blue regime", for
whih there is a strong self-feedbak. For every point we
examined we looked for the "best" possible κ, σ values
for the attaker, in the entire spae (κ, σ), that gives him
the minimal BER value [19℄. For all the parameters we
heked, the BER of lasers A and B was onsiderably
smaller than the BER of the best attaker. For example:
Example 1 Example 2
κ 8 · 1010s−1 11 · 1010s−1
σ 2 · 1010s−1 4 · 1010s−1
MA/B
<EA/B>
3% 12%
κattacker 3 · 10
10s−1 7 · 1010s−1
σattacker 9 · 10
10s−1 8 · 1010s−1
BERA/B ∼ 10
−4
∼ 10−4
BERattacker ∼ 10
−2
∼ 10−1
where < EA/B > is the average amplitude of the laser
signal, and the κattacker and σattacker appearing in the
table are the values that minimize the BER of the at-
taker. The added message was hanged randomly every
1ns, giving a rate of 1Gbits/s. It is lear that the BER of
the attaker is few orders of magnitude higher than the
BER of the parties. Hene, while a ompressed blok (for
instane of 10Kbits) is reovered properly with high prob-
ability by the parties, the attaker has many (O(103)) er-
ror bits. By reduing the transmission rate, for instane,
and transmitting a bit every 3ns (a 1/3 Gbit/s rate), the
BER of the parties an be redued, and the gap between
the BERA/B/BERattacker is enhaned.
Note that if the two ommuniating lasers use the same
κ and σ as the optimal attaker in the examples above
(κ = 3 · 1010s−1, σ = 9 · 1010s−1 or κ = 7 · 1010s−1,
σ = 8 · 1010s−1), they also have BER ∼ 10−2. Hene
working in the light blue regime provides two advantages:
the BER in this region is onsiderably smaller, and the
mutual oupling is superior to the unidiretional.
We heked that the synhronization of the mutually
oupled lasers is robust under dierent message signals,
suh as a "noisy" message, whih was also reovered or-
retly using the MCPF. Finally, we onsidered an at-
taker who listens to both ommuniation diretions, us-
ing the oupling signal of both A to B and B to A, and
found this attaker to be unsuessful.
To onlude, we have presented a publi-hannel ryp-
tographi system, based on two mutually oupled lasers
in a MCPF proedure. Enryption seurity is based on
the experimentally demonstrated advantage of mutual
oupling over unidiretional oupling. This system is
novel in several aspets: It is an optial ommuniation
system that is publi and does not require a seret-key,
it enables two-diretional message ow, and the seurity
is not limited by a small key-spae, as in the ase of
unidiretional CPF. The system proposed here opens a
manifold of possibilities, for instane: the extension to
generate seret ommuniation among a group of more
than two lasers.
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